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*** BEGIN of 1st CHANGE ***
[bookmark: _Toc137559067][bookmark: _Toc51168300][bookmark: _Toc45275043][bookmark: _Toc45274456][bookmark: _Toc45028791][bookmark: _Toc35533438][bookmark: _Toc35528677][bookmark: _Toc26875910][bookmark: _Toc19634844]13.2.1	General
The internetwork interconnect allows secure communication between service-consuming and a service-producing NFs in different PLMNs. Security is enabled by the Security Edge Protection Proxies of both networks, henceforth called cSEPP and pSEPP respectively. The SEPPs enforce protection policies regarding application layer security thereby ensuring integrity and confidentiality protection for those elements to be protected.
It is assumed that there are interconnect providers between cSEPP and pSEPP. The interconnect provider the cSEPP's operator has a business relationship with is called cIPX, while the interconnect provider the pSEPP's operator has a business relationship with is called pIPX. There could be further interconnect providers in between cIPX and pIPX, but they are assumed to be transparent and simply forward the communication.
The SEPPs use JSON Web Encryption (JWE, specified in RFC 7516 [59]) for protecting messages on the N32-f interface, and the IPX providers use JSON Web Signatures (JWS, specified in RFC 7515 [45]) for signing their modifications needed for their mediation services.
For illustration, consider the case where a service-consuming NF sends a message to a service-producing NF. If this communication is across PLMN operators over the N32-f interface, as shown in Figure 13.2.1-1 below, the cSEPP receives the message and applies symmetric key based application layer protection, as defined in clause 13.2 of the present document. The resulting JWE object is forwarded to intermediariesRoaming Intermediaries. The pIPX and cIPX can offer services that require modifications of the messages transported over the interconnect (N32) interface. These modifications are appended to the message as digitally signed JWS objects which contain the desired changes. The pSEPP, which receives the message from pIPX, validates the JWE object, extracts the original message sent by the NF, validates the signature in the JWS object and applies patches corresponding to the modifications by Roaming Intermediariesintermediaries. The pSEPP then forwards the message to the destination NF.
*** END of 1st CHANGE ***

*** BEGIN of 2nd CHANGE ***
[bookmark: _Toc137559079][bookmark: _Toc51168312][bookmark: _Toc45275055][bookmark: _Toc45274468][bookmark: _Toc45028803][bookmark: _Toc35533450][bookmark: _Toc35528689][bookmark: _Toc26875922][bookmark: _Toc19634856]13.2.3.1	Overview of protection policies
The protection policy suite is comprised of a data-type encryption policy and a modification policy. Together, these policies determine which part of a certain message shall be confidentiality protected and which part of a certain message shall be modifiable by IPX providers. The SEPP shall apply the protection policies for application layer protection of messages on the N32-f interface.
There are two types of protection policies, namely: 
-	Data-type encryption policy: specifies which data types need to be confidentiality protected; 
-	Modification policy: specifies which IEs are modifiable by intermediariesRoaming Intermediaries.
In addition, there is a mapping between the data-types in the data-type encryption policy and the IEs in NF API descriptions which is given in a NF-API data-type placement mapping.
*** END of 2nd CHANGE ***

*** BEGIN of 3rd CHANGE ***
[bookmark: _Toc137559098][bookmark: _Toc51168331][bookmark: _Toc45275074][bookmark: _Toc45274487][bookmark: _Toc45028822][bookmark: _Toc35533469][bookmark: _Toc35528708][bookmark: _Toc26875941][bookmark: _Toc19634875]13.2.4.5.2	Modifications by IPX
NOTE 1: 	It is assumed that operators act as a certification authority for IPX providers they have a direct business relationship with. In order to authorize N32-f message modifications, operators sign a digital certificate for each of these IPX providers and provide it to both the IPX provider itself as well as their roaming partners to enable them to validate any modifications by this IPX provider.
Only cIPX and pIPX shall be able to modify messages between cSEPP and pSEPP. In cases of messages from cSEPP to pSEPP, the cIPX is the first Roaming Iintermediary, while the pIPX is the second Roaming Iintermediary. In cases of messages from pSEPP to cSEPP the pIPX is the first Roaming Iintermediary, while the cIPX is the second Roaming Iintermediary.
The first Roaming Iintermediary shall parse the encapsulated request (i.e. the clearTextEncapsulationMsg in the dataToIntegrityProtect block) and determine which changes are required. The first Roaming Iintermediary creates an Operations JSON patch document to describe the differences between received and desired message, using the syntax and semantic from RFC 6902 [64], such that, when applying the JSON patch to the encapsulated request the result will be the desired request. If no patch is required, the operations element is null.
NOTE 2:	It is necessary to create a JWS object even if no patch is required to prevent deletion of modifications.
The first Roaming Iintermediary shall create a modifiedDataToIntegrityProtect JSON object as described in clause 13.2.4.5.1. The JSON object shall include the Roaming Iintermediary’s identity and the JWE authentication tag, which associates this update by the Roaming Iintermediary with the JWE object created by the sending SEPP.
The first Roaming Iintermediary shall use the modifiedDataToIntegrityProtect JSON object as input to JWS to create a JWS object. The first Roaming Iintermediary shall append the generated JWS object to the payload in the HTTP message and then send the messageto the next hop.
The second Roaming Iintermediary shall parse the encapsulated request, apply the modifications described in the JSON patch appended by the first Roaming Iintermediary and determine further modifications required for obtaining the desired request. The second Roaming Iintermediary shall record these modifications in an additional JSON patch against the JSON object resulting from application of the first Roaming Iintermediary's JSON patch. If no patch is required, the operations element for the second JSON patch is null.
The second Roaming Iintermediary shall create a modifiedDataToIntegrityProtect JSON object as described in clause 13.2.4.5.1. It shall include its identity and the JWE authentication tag, which associates this update by the second Roaming Iintermediary with the JWE object created by the sending SEPP.
The second Roaming Iintermediary shall use the modifiedDataToIntegrityProtect JSON object as input to JWS to create a JWS object. The second Roaming Iintermediary shall append the generated JWS object to the payload in the HTTP message and then send the message to the receiving SEPP. 
*** END of 3rd CHANGE ***

*** BEGIN of 4th CHANGE ***
[bookmark: _Toc137559279][bookmark: _Toc51168491][bookmark: _Toc45275233][bookmark: _Toc45274646][bookmark: _Toc45028981][bookmark: _Toc35533593][bookmark: _Toc35528832][bookmark: _Toc26876064][bookmark: _Toc19634996]G.1	Introduction 
The SEPP as described in clause 4.2.1 is the entity that sits at the perimeter of the network and performs application layer security on the HTTP message before it is sent externally over the roaming interface.
The application layer traffic comprises all the IEs in the HTTP message payload, sensitive information in HTTP message header and Request URI. Not all the IEs get the same security treatment in SEPP. Some IEs require e2e encryption, some only require e2e integrity protection, while other IEs may require e2e integrity protection but modifiable by intermediate IPX provider while in-transit. 


Figure G.1-1: Signaling message from AMF (vPLMN) to AUSF (hPLMN) traversing the respective SEPPs
In the above figure, an example is shown where the AMF NF in the visiting PLM network (vPLMN) invokes an API request on the AUSF NF in the home PLM network (hPLMN) using the following message flow: 
-	The AMF NF first sends the HTTP Request message to its local SEPP (i.e. vSEPP).
-	The vSEPP applies application layer security (PRINS) and sends the secure message on the N32 interface to AUSF NF of the hPLMN.
-	The hSEPP at the edge of the hPLMN, receives all incoming HTTP messages from its roaming partners. It verifies the message, removes the protection mechanism applied at the application layer, and forwards the resulting HTTP message to the corresponding AUSF NF.
To allow for the trusted Roaming Iintermediary IPX nodes to see and possibly modify specific IEs in the HTTP message, while completely protecting all sensitive information end to end between SEPPs, the SEPP implements application layer security in such a way that:
-	Sensitive information such as authentication vectors are fully e2e confidentiality protected between two SEPPs. This ensures that no node in the IPX network shall be able to view such information while in-transit.
-	IEs that are subject to modification by Roaming Iintermediary IPX nodes are integrity protected and can only be modified in a verifiable way by authorized IPX nodes.
-	Receiving SEPP can detect modification by unauthorized IPX nodes.
*** END of 4th CHANGE ***
image1.emf
AMF

AUSF

vSEPP

hSEPP

AMF

AUSF

IPX

Network


Microsoft_Visio_2003-2010___.vsd
AMF


AUSF


AMF


vSEPP


hSEPP


AUSF


IPX
Network



